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Service Level Agreement for the College of Agriculture & Life
Sciences at Cornell University

VI.

Overview and Context

Information Technology (IT) Support in CALS is provided by teams of IT professionals, working in
service areas. Service areas are groups of units (departments and non-academic functions) assembled
on the basis of factors such as geographic location and synergy between units, and range in size from
about 300 to 800 workstations. These support teams consist of an IT Manager overseeing locally
assigned technical staff that may include full-time, part-time, and student employees. Support teams
also cooperate in a larger college-wide group to pool skills and resources to solve college-wide IT issues
and to cover extended absences. Service area teams are the backbone for desktop and server support in
the college, however not all computer-related work is carried out by service area teams.

Purpose of this Document
This document outlines the general conditions and expectations of information technology (IT) support

within the College of Agriculture & Life Sciences (CALYS), as negotiated byeachs er vi ce ar ea’

and IT representatives. Funding for support of the actions and activities laid out in this service level

agreement will be providedbythe CALS dean’'s office except where

department-specific and/or are described in service area addendums (see section Ill.) Changes to this
document will occur only with the full knowledge of all parties, and must follow the review and change
process outlined below.

Service Area-Specific Addendums

In addition to this core shared document, each service area may have addendums, negotiated by the
Service Area IT Steering Committee and IT Manager, to detail support elements and situations unique
to the service area. Addendums may expand upon or further clarify certain core elements as they relate
to the local area, based on available resources in each area. Addendums may not reduce the amount of
service provided as outlined in this document. Addendums may modify security elements in the core
document only with consultation with the CALS Security Officer. Funding for activities and resources
in addendums is provided by departments. All addendums are collected and compiled by the CALS
Director of IT.

Requesting Support

Users may request help from their service area support team for any equipment or issue that fall within
the guidelines of this document. The boundaries of routine IT support set out here are agreed to both by
representatives of IT and the CALS user community in the form of the Service Area IT Steering
Committee in each area.

Requests Outside the Boundaries of this Document
Equipment that does not fall within these boundaries may still receive support; however, these requests
must be approved by the IT Manager and may require additional resources. In situations where the

S

client disagrees wit h issbheewill beTesoMea oy sheService Areadils s e s s me

Steering Committee, with both groups presenting their concerns. The Director of IT will arbitrate upon
request. Situations involving security may include consultation with the CALS Security Officer. If an

issue suggests that either the core document or the local addendum needs to be changed, Service Level

Agreement change procedures will be initiated as outlined in section XV.

Formal Exceptions

If a situation arises where a request is made that is outside of the boundaries of this document, which the
local service area is unable to resolve internall y , a f or mal * Ex dngtigted.i Then
Director of IT, the Security Officer, the local IT Manager, and the client will convene to carry out a risk
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assessment and try to find a work-around that satisfies all parties. Failing that, if the Director of IT
determines that an exception to normal operating procedures should be made, a formal Exception Memo
will be created and signed by all parties. This document will detail the necessity of the exception, risks
incurred, and releases the local IT Manager from responsibility for the stated risks generated by the
exception. Exceptions will be reviewed yearly with an eye toward finding a solution that satisfies all
parties.

VII.  Central CALS IT Support Services
CALS manages a number of centralized services to aid in providing IT support to all service areas.
These include:
a. Calsnet and CALS Public Access domains
i. Managed workstation security policy
ii. CALS-wide authentication
iii. Automated patching for Windows systems
Managed antivirus with multiple updates daily
Security scanning (routine and upon request)
Security awareness training
IT Intranet web site
Test server environment
Business continuity planning and risk assessment

Qo oo0o

VIIl. Supported Systems
Hardware and software supported under this Service Level Agreement must meet the following criteria:

a. Computers
i. Computers owned by Cornell University
ii. Computers owned by currently employed Cornell University personnel where it is
clearly acknowledged that the primary function of their computer is to fulfill a distinct
Cornell University mission.
b. Hardware
i. Computer equipment and peripherals that are less than four years old.
ii. Troubleshooting and repairs on peripheral equipment will be undertaken if support may
be provided with a reasonable amount of time and effort as defined by the Service Area
Manager.
iii. In order to ensure support, purchase of equipment must have the approval of the local
technical staff.
c. Software
i. Operating system versions that are fully supported by their vendors. As of May, 2006,
this includes:
1. Windows 2000 SP4 and above
2. MacOS 0S 10.2 and above
ii. Application support may be provided for programs used for Cornell business,
depending upon the knowledge of the IT staff and the amount of resources required to
carry out the request. Such support will be provided with the aim of empowering
and/or training the client.

iii. Operating systems or applications installed or configured without the knowledge and
oversight of the local support team or in violation of CIT or CALS security policy will
not be supported.

d. Equipment located off-campus
i. Support staff will attempt to resolve minor issues with Cornell-owned computer
equipment off-campus by phone and/or remote access.
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ii. More substantial problems will be resolved by the user bringing the computer to
campus.

iii. 1T staff will not go to non-Cornell-owned locations to provide support.

e. Networking
In order to avoid potential widespread network problems:

i. Support team members will be tasked with planning, purchasing, installing, and
managing network equipment not managed by CIT. Recommendations will meet
industry standards. Decisions to utilize other solutions will be the sole responsibility of
the department/individual involved.

ii. All networking projects will meet building codes and campus policies and will comply
with campus és3gomRoi kisl atnide R”
(http://www.cit.cornell.edu/oit/Reports/2003/1T_R&R.pdf).

iii. Team members assign and track IP addresses (or manage dynamic lists).

iv. The support team acts as a liaison with CIT.

IX. Secure computing
Cornel/l pol icy st at xetsallindividual$ uSing mformattion tecbhology er si t y
devices connected to the Cornell network to take appropriate measures to manage the security of those
devices.”

In order to protect university systems, networks and data, it is critical that secure computing practices be
foll owed. A breach on one person’'s computer <ca
resources, and possibly loss of confidential data with widespread ramifications.

a. Cornel |l has an extensive “Rgypodosichimentseée hat E
what is and is not permitted on university-owned equipment.
http://www.cit.cornell.edu/computer/policies/network-security/use.html. Faculty and staff in CALS
should familiarize themselves with this document.

b. CALS has a Security Policy, outlined in a separate document that faculty and staff should
familiarize themselves with. This policy follows industry standard recommendations, and includes
a process for requesting exceptions should they be required. Exceptions are documented by the

CALS Security Officer.
c. Support of systems by service areas is contingent upon compliance with the above-mentioned
policies.
X. Priorities and Response Times

Response to requests will be handled as quickly as possible given the situation. Response times below

refer to the expected time by which initial contact with a support team member will be made, and

assume a full complement of IT staff, and normal business hours.

a. Critical —business critical service down or large number of users affected, response time: 30
minutes, other projects may be placed on hold

b. Normal —localized problem affecting normal work, response time 2 hours

XI. Software Licensing
a. All software must be properly licensed
b. End-users who procure and/or install their own software are solely responsible for the legality of
said software
c. Departments/units track and are responsible for software licensing.

XIl.  Business Continuity
a. Service areas are responsible for backing up their own servers
b. Service areas will determine how best to handle backing up their clients
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c. A Business Continuity Plan (BCP) template exists, which is customized by each service area to
reflect their unique situation

d. The CALS Director of IT will keep copies of all BCP documents

e. The CALS Director of IT will review annually the BCPs in collaboration with the respective service
area managers.

f. Service areas will each have an identified fallback service area that will be able to host servers in an
emergency

g. Beginning in mid 2006, CALS will provide a limited short-term solution to host data from a small
number of critical servers for service areas in the event of major failure or catastrophic loss.

XIIl.  Overall Structure
a. IT Reporting lines are generally as follows (an org chart is available on the IT Intranet website):

i. Service area technicians report to the local IT Manager

ii. IT Managers report to the Director of IT, who will carry out performance reviews with
input from DBAs and chairs in the appropriate service area.

iii. Central services staff report to the Director of IT

iv. The Director of IT reports to the Associate Dean for Business Administration

b. Service area IT steering committees
i. Each service area will have a committee made up of appropriate stakeholders which will
include at least one member designated by each unit chair/director, each administrative
manager (DBA), and the IT Manager.

ii. IT steering committees are charged with helping the IT Manager to guide IT in the service
area, with negotiating financial arrangements, and with managing the local addendums to
this document.

iii. IT steering committee members should understand that they represent their entire
department’ s interests, and should interac:
how best to carry out that representation.

iv. IT steering committee members who find they are unable to regularly attend meetings,
should have a designated alternate.

c. CALS Faculty IT Advisory Committee
i. One faculty member from each department will be designated to serve on a CALS faculty
advisory committee, presumably the same member serving on the Service Area IT Steering
Committee.

ii. Helps to guide IT globally across the College

iii. Approves changes to the core SLA document

iv. Faculty IT Advisory Committee members should understand that they represent their entire
department’ s interests, and should interac:
how best to carry out that representation.

v. Faculty IT Advisory Committee members who find they are unable to regularly attend
meetings, should have a designated alternate.

XIV. Document review and change process

a. The core SLA document will be reviewed yearly by botht he Ser vi ce Ar endtheMan a g e
Faculty IT Advisory Committee. Suggested changes will be negotiated by representatives of each
group.

b. Service area-specific addendums will be reviewed yearly by the appropriate Service Area IT
Steering Committee. Each committee is empowered to update their addendums.

c. Neither the core SLA nor the addendums may be changed without input from representatives of
both client and service providers.
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CALS Security Policy

Cornell policy states that “Cornel!]l Uni versity expe
connected to the Cornell network to take appropriate measures to managethes ecur i ty of t hose d:¢

t is critical that secure computing practices be f
people. Insecure systems can be compromised (successfully taken over by a worm, virus, or live hacker),
remotely controlled, and manipulated in many ways. For example:

1. Systems in CALS are generally considered to be trusted by internal firewalls (systems that filter out
unauthorized network traffic.) When these systems are taken over and controlled by hackers, they pose
a serious threat to other workstations and servers that consider them to be trusted and which allow them
an elevated level of access.

2. Compromised systems may be turned into instruments for illegal hacker data, thereby dramatically
increasing network billing costs, lowering performance, and causing Cornell systems to engage in
illegal activity such as attacks on other systems, software piracy, and copyright violations.

3. Datathat is considered confidential either by law, policy, or research agreements may be made available
to unauthorized people.

4. Viruses and worms can cause extensive damage to data, can capture keystrokes as users type credit card
numbers, social security numbers, etc., and may result in extensive downtime as a system is inspected,
cleaned, and possibly completely rebuilt.

5. The full extent of damage due to compromise may not become apparent for extended periods of time. A
compromise may result in a hacker gaining access to information allowing them to leapfrog to other
systems both within and outside of Cornell.

Effective security is only achieved through a wide range of overlapping measures that work together. In the
event that one security mechanism is compromised, hopefully another will prevent an actual breach.
Patching/updating and firewalling a system helps, but is not a complete security solution.

The following list outlines C A L 8xpectations for workstation security and generally follow industry-
established best practices. Exceptions can be made through a formal exception process detailed at the end of
this document.

1. All passwords must meet university password policy requirements

Operating system installation/reinstallation should either be done by the support team, or with the full

knowledge of the support team, using established security lockdown checklists

Computers must receive updates on a regular schedule, either manually or automatically

Antivirus software needs to be enabled on all Windows systems

Unnecessary services must be disabled such as unused web server software

Logging must be turned on, and logs may be inspected during security incidents

Local firewall software should be enabled

Building routers will block most off-campus network traffic by default. Individual service areas will

determine allowable traffic.

9. Netid and Windows domain passwords may not cross the network unencrypted

10. Filesharing on Windows ME/9x and MacOS9 is not permitted

11. All Windows file shares must have passwords

12. Filesharing is not permitted on client workstations that hold sensitive data as defined by law

13. Domain and netid user accounts and passwords must not be shared, as per Cornell policy

14. Plain text protocols such as Telnet, FTP, rlogin, exec, etc. should be replaced with secure protocols such
as SSH and SCP.

15. All systems can expect to undergo regular security scanning by CIT and CALS security staff. Results
will be reported to IT managers and responsible parties.

N
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Network sniffing, scanning, and other hacking activities by clients is not permitted
Clients may not monitor other clients through the network. If a management problem needs to be

addressed and monitoring an employee’s computer

policy must be followed

Client systems that store extremely sensitive data (social security numbers, creditcar d number s,

license numbers, patient health information) need to have additional security measures. Clients must
inform IT staff if they have knowledge that such data exists on their system. Clients are strongly
encouraged to use departmental/service area servers for storage of this type of data.

Hard drives and other data storage devices destined for disposal, sale, or donation, must be completely
erased or destroyed in such a way that the data cannot be restored.

As per university policy, compromised systems must be reported to IT staff. The CALS Incident
Response Procedure must be followed exactly in order to avoid unnecessary time, expense, and possible
damage to university reputation due to the New York State Breach Disclosure law. If a compromise is
discovered, no other action should be taken on the system until an IT representative can carry out the
incident response procedure.

Systems not owned by Cornell, connecting to the on-campus network, must comply with university
security policies. Such systems that connect in CALS must also comply with this security policy.
Systems not owned by Cornell, located off-campus will access internal CALS resources via secure
transmission methods. Contact IT staff for more information.

Clients are reminded that they are responsible for understanding and complying with all university-wide
IT polices, found here: http://www.cit.cornell.edu/oit/policy/framework-chart.html.

The following security measures outline expectations regarding servers specifically:

=

Public, production server software is not permitted on client workstations

Test server systems are permitted in a managed test environment, but installation must comply with the
IT Service Level Agreement, and traffic to the test server must be filtered to prevent public access
Public, production servers must either be set up by a member of the local support team or with the full
knowledge and support of the local team, following established procedures

If someone other than IT will be responsible for a server, that person must take it upon themselves to
maintain the system securely in an ongoing manner. Security compromises must be reported to IT staff
immediately, and the Incident Response Procedure must be followed.

Upon departure of an employee, IT staff will be notified and all server accounts will be disabled unless
otherwise noted by the department chair or director

Clients will have the minimum level of privilege on servers that still enables them to carry out all
aspects of their jobs.

Exception Process

In some cases exceptions may be granted to security standards, however:

1.

2.

No exception may endanger other systems on the network, put sensitive data at risk, or go against
university-wide policy
All exceptions, beyond IT Office test equipment, must be reported to the CALS Security Officer.

In the event that an exception to security standards is required, the request will initially be made to the local IT
Manager. The IT Manager will assess the situation, and determine what options are available and whether a
workaround can avoid the exception. If the IT Manager determines, based on their professional opinion of
potential risks, impact, and available resources, that an exception can be made, they will do so. The Security
Officer will be informed of the exception.
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If the IT Manager is unable to endorse the requested course of action and a suitable workaround cannot be
found, the CALS Security Officer and Director of IT will meet with the IT Manager and the requester to assess
the situation and determine a course of action.

7 Service Level Agreementll.doc



